Abstract-With the growing importance of data security a growing effort to find new approaches to the cryptographic algorithms designs appears. One of the trends is to research the use of other algebraic structures than the traditional, such as a quasigroup. Quasigroups are equivalent to the more familiar Latin squares. There are many characteristics that must quasigroups have from the cryptography point of view. They have to be non-commutative, non-associative, non-idempotent and so on. If one want to work with quasigroups of a large order, effective methods of testing their properties are necessary. In this paper we present several experiments on various types of guasigroups and their results.
I. INTRODUCTION
The goal of this paper is to introduce a method for properties of huge quasigroups testing. We want to show first series of experiments and their results. There were used two types of quasigroups, the table quasigroup and analytic one; their properties were tested by analyzing values of a simple hash function based on them.
Quasigroups, or more famous Latin squares, are well known combinatorial designs with a lot of theoretical results concerning them. Researchers have focused in quasigroups' usage in the information and communication technologies, mainly when cryptographic tools are necessary, more seriously from the beginning of century. Cryptographic techniques are part of many protocols. There were published many cryptographic algorithms based on quasigroups primitives, from simple till more ambitious ones. We can mention e.g. [1] , [2] ; Hassinen et al. propose to secure SMS messages using quasigroup encryption [3] ; authors of [4] have implemented a class of public key algorithms MQQ, that are based on quasigroup string transformations, in FPGA. Quasigroups may also be used for error detection applications [5] .
For a cryptographic purpose quasigroups have to be of a good quality. Examination of required properties may not be easy if we want to work with the quasigroups of a large order, e.g. 2 16 and larger. Number of distinct quasigroups (e.g. Latin squares) of a given order grows exceedingly quickly with the growing order of quasigroup, there is no known easily-computable formula for the number of distinct quasigroups.
Various approaches are used for the good quality quasigroup generation. It is possible to use quasigroups of a small order represented as a look-up table only, whose properties may by verified by the exhaustive search. There is proposed stream cipher Edon80 [6] as an eSTREAM 1 candidate. The cipher Edon80 uses quasigroup of order 4. Principle of the selection appropriate quasigroups of order 4 is described in [7] .
Another approach is to construct quasigroup of large order e.g. by applying some basic permutations. Permutations may be constructed in many ways. Authors of NIST's SHA-3 competition 2 candidate, hash function EdonR, have used high-quality Latin squares of order 8 for constructing the permutations on 256-bit words and these permutations are then used 1 http://www.ecrypt.eu.org/stream/ 2 http://csrc.nist.gov/groups/ST/hash/sha-3/index.html 9781-4244-3941-6/09/$25.00 ©2009 IEEE for the quasigroup of order 2 256 construction [8] .
The organization of the paper is following: In section 2 we give brief introduction to the math background. Experiments, tested data and quasigroups are presented in section 3. In section 4 we describe experiments results. Finally in last section we give conclusions and future research directions.
II. MATHEMATICAL BACKGROUND Definition 1. A grupoid (Q, * ) is said to be a quasigroup (i.e. algebra with one binary operation ( * ) on the set Q) satisfying the law:
This implies:
Quasigroups are equivalent to the well known Latin squares. A Latin square of order nis an n × n matrix filled with n different symbols in such a way that each symbol occurs exactly once in each row and exactly once in each column. The multiplication table of a quasigroup of order n is a Latin square of order n, and conversely every Latin square of order n is the multiplication table of a quasigroup of order n [9] . We say that quasigroup (Q, * ) is of order n if |Q| = n.
However, in general, the operation ( * ) is neither a commutative nor an associative operation. As is known, every quasigroup satisfying the associative law has an identity element and is, hence, a group, e.g. a group is, by definition, an associative loop.
Definition 2.
A loop is a quasigroup (Q, * ) with an identity element e ∈ Q such that:
While some Latin squares do represent associative operations and can form a group, most Latin squares do not. For example, at order 4 there are 576 Latin squares, but only 16 are associative (about 2.8 percent). So non-associative (and thus non-group) squares dominate heavily, and are desirable for cryptography anyway.
By a quasigroup of a high cryptographic quality we mean a non-commutative, non-associative, nonidempotent quasigroup without right or left units and without proper sub-quasigroups. That quasigroup (Q, * ) should not be linear, in the sense that no output bit of a * b is a linear combination of the input bits of a and b, for each a, b ∈ Q. Also quasigroups with various identities seem to be a problematic structures. Every quasigroup satisfying e.g. the Moufang identity
, and other, is a loop (let this equation with variables is understood to be universally quantified) [10] .
Testing properties of the large ausigroups is done through a simple hash function defined below. Experiments are described in the following section. Construction 1. Let (Q, * ) be a quasigroup and Q + be a set of all nonempty words formed by the elements
Quasigroups (G, ·), (H, * ) are said to be isotopic.
We can imagine an isotopism of quasigroups as a permutation of rows and columns of quasigroup's multiplication table.
III. EXPERIMENT DESCRIPTION

A. Quasigroups generation
A various methods of generating a practically unlimited number of quasigroups of a (theoretically) arbitrary order (problem that is crucial to cryptography) are used in various papers. The usage of a general quasigroup in computation requires to store its Cayley table, i.e. n 2 elements. Various tricks based on some "easy to evaluate" expression can be used to overcome the problem of storage requirements. We proposed e.g. the quasigroup of modular subtraction to be used [11] , where the operation * defined on Q is given as
The isotopism of quasigroups gives us then the power to use a large number of isotopic quasigroups, quasigroup isotopic to quasigroup of modular subtraction can be used. The multiplication in such an isotopic quasigroup is defined as follows:
This allows us to use quasigroups with a very large number of elements without necessity of their storage.
• We've used also so called "table quasigroup" that comes from the quasigroup isotopic of quasigroup of modular subtraction. Three random permutations were generated and obtained table was used to modify the original table. Disadvantage of this method is a huge space complexity (n 2 elements must be stored).
• Second method of the quasigroup generation [12] is that follows, such a quasigroup we call "analytic quasigroup". This quasigroup is based on Bruck-Toyoda theorem, see [13] .For the proof of this concept see [14] . 
B. Experiments
The aim of our experiments was to check empirically the characteristics of quasigroups by valuing the hash function based on group (Z n , +), on the table quasigroups and on quasigroups defined analytically. The experiments can be divided into two groups: 1) distribution of hash values, for given quasigroup and for given testing data, 2) distribution of hash value's changes, for given quasigroup and for given testing data, with respect to bit change in them.
C. Quasigroups used in tests
Quasigroups of following orders have been used in our experiments:
• quasigroup of order 5003 defined by table and analytically, • quasigroup of order 2 16 defined analytically, • quasigroup of order 2 32 defined analytically 3 ,
• group (Z 5003 , +), we have conducted some experiments with additive group (Z 5003 , +) for comparison. The additive group of integers mod n satisfies Latin square law. This group was used as a representative of cryptographically bad quasigroups (associativity and commutativity holds). Generation and work with the group isn't problematic.
To compare properties of the table group, quasigroups and analytic quasigroups, quasigroups of order 5003 were used. Simultaneously these quasigroups are used for the testing quasigroups of prime order. Quasigroups of this order can be used as a base of the hash functions for the hash table data structure. Quasigroups of order 64K and 4G were used to test large quasigroup with order equal to power of 2. These quasigroups are intended rather for the cryptography.
D. Testing data
We've used the words extracted from text as testing data. Words were extracted from a .GOV collection of web pages WebTREC [15] . The original text size was approximately 18 gigabytes. The dictionary was drawn up from this text. The dictionary contains a total of 4319200 unique words. In following text, this file is referred as webtrec. This file is used to simulate hashing of the text messages.
IV. EXPERIMENTAL RESULTS
A. Distribution of hash values
The first part of our experiment was determined to check the distribution of probability of occurrence of different hash values for the given hash functionquasigroup 4 . The webtrec was used as an input data in this case. The experiment was as follows: 1) Initialize a quasigroup Q of order k.
2) Create hash table with k slots. Collisions were solved using separate chaining i.e. words with the identical hash values are stored in the same slot, in one list 5 . 3) For each input word w compute hash value h Q (w).
4) Insert word w into slot with index h Q (w).
1) Ideal results:
The ideal result of this experiment is the uniform distribution of input words across the whole table. Mean value of the number of words in one slot should match the total number of input words divided by the number of the slots. Histogram of the slot lengths should copy the normal distribution in this case.
2) Experimental results:
Charts 1(a), 1(c), 1(e) show histograms of the slot lengths for table quasigroup of order 5003, analytic quasigroup of order 5003 and analytic quasigroup of order 64K. X-axis represents the number of words in the slot, i.e. length of the slot; y-axis represents the number of slots with a given length. Histograms of both quasigroup, table and analytic, of order 5003 are very similar, the histogram of analytic quasigroup of order 64K is already deformed.
Basic statistical results of this experiment are shown in Table I 6 . Table II shows that distribution of the length of slots corresponds 68-95-99.7 rule and can therefore are considered as a normal distribution. and σ were used to construct normal distribution curve. We can graphically compare experimentally measured distribution curve and normal distribution curve N (μ, σ 2 ) in the graph 1(b) for table quasigroup and in the graph 1(d) for analytic quasigroup.
The situation is different for analytic quasigroup of order 64K. The histogram is deformed due to normal distribution curve N (μ, σ 2 ) computed according to the parameters from Table I . This deviation is due to higher order of used quasigroup, this corresponds to the greater number of slot in the hash table. Thanks to the higher number of slots, one slot in table will contain less number of input words in general, about 66 words per slot. In this case the difference of a few words in comparison with the theoretical number of words in the slot represents a significant deviation and causes deformation of distribution curve. We can compare this situation with quasigroups of order 5003. There is approximately 863 words per one slot, and the difference of a few words in relation to the theoretical number of words in the slot plays no role.
Results for additive group (Z 5003 , +) are shown in Figure 1 (g), comparison with the normal distribution curve can be seen in Figure 1(h) . Distribution of slots' length differs completely from normal distribution. These results are due to other characteristics of the group -associativity and commutativity. In this case, the words aab, aba a baa will have same hash value.
In this experiment, we does not use the quasigroup of order 4G. Corresponding hash table should have four billion slots, while there are approximately only 4 million input words. The result of such experiment will be meaningless. 
B. Changes of hash values -The number of changed bits
The second part of our experiment was to monitor changes in the hash values for the given hash function -quasigroup. The webtrec was used as an input data in this case. The experiment was as follows: 1) Initialize quasigroup Q of order k.
2) For each input word w compute hash value
h Q (w). 3) Assume that binary representation of word w has l bits. Create l words w i from word w such that i-th bit in word w is changed. 
1) Ideal results:
The ideal result of this experiment is to change half of bits in hash values when one bit is changed in the input. Histogram of Hamming distances in this case should copy the normal distribution. Figure 2 show histograms of Hamming distances between original word hash value and hash value of word with one bit changed. X-axis represents the number of changed bits; y-axis represents the probability (relative frequency) of change of given number of bits.
2) Experimental results: Charts in
Basic statistical results of this experiment are shown in Table III. Table IV show, that distribution of bit changes corresponds to 68-95-99.7 rule, with some exception in [−σ, +σ] interval. Distribution of Hamming distances can be considered as normal distribution. From these tables, it is clear that table and analytic quasigroups of order 5003 provides almost identical results. The parameters μ and σ were used for normal distribution curve N (μ, σ 2 ) construction. We can graphically compare experimentally measured distribution curve and normal distribution curve N (μ, σ 2 ) in the graphs 2.
In all cases, we can see very good agreement between experiment and the ideal results, the theoretical results.
Completely different situation arises for the additive group (Z 5003 , +). From the histogram 2(i) is quite clear that in half of the cases changed only one bit, in the quarter of the cases, only two bits. This illustrates the mean number of changed bits in Table  III . Comparison with the normal distribution curve is shown in Figure 2(j) . A significant deformation of distribution of changed bits can be seen there.
V. CONCLUSION
Our goal is to find a way of testing the properties of large quasigroups and to explore the interpretation of experimental results. We've reported two types of experiments conducted and their results in this paper -distribution of hash values and distribution of hash values with respect to bit change in testing data, for given quasigroup and for given testing data. Two types of quasigroup generation were used, we call them table and analytical quasigroup. It seems that if quasigroup is randomly selected from the space of all possible quasigroups of the given order, it is relatively difficult to choose bad quasigroup. For comparison we used group (Z 5003 , +), which represents quasigroup with bad cryptographic quality. Influence of associativity and commutativity is clearly evident on the charts.
Next time we are going to use different data collections, e.g. whole web pages from .GOV collection and Enron e-mail dataset. Different experiments will be presented and we will explore ways of visualization quasigroups' characteristics, too.
